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IT Admin since 1995 / MCT since 2001
e MVP in Windows OS since 2011
e 7100 Most Influencial people in IT in Finland” —
TiVi'’2019>
* Specializes in and trains:
* Troubleshooting
* Windows Internals
e Security, Social Engineering, Auditing
* Trophies:
e Best Session at Advanced Threat Summit 2020

* Best Speaker at NIC, Oslo 2016, 2017, 2019,
2020, 2022 and 2023

* Ignite 2018 — Session #1 and #2 (out of 1708) !

* TechEd Europe and North America 2014 - Best
session, Best speaker

* TechEd Australia 2013 - Best session, Best
speaker







Ransomware is still a ‘when’
more than an ‘if’

For the third year in a row, at least three out of four organizations suffered one
or more ransomware attacks in the preceding twelve months:

- 25% stated that they were not attacked, which should be noted with caution
since many security firms warn that the attacker can be lurking in your
environment for 60 to 200 days prior to incurring damage or asking for
the ransom. If true, then a high percentage of those respondents may simply
have not discovered the breach yet

« 26% stated that they were attacked four or more times in the past year.

667

of organizations in
EMEA suffered at
least one attack in
the previous year

* Veeam EMEA 4



USA — Ransomware Cases

2021 2022 2023
Hospital systems™ 27 25 46
K-12 school districts™ 62 45 108
Post-secondary schools 26 44 72
Governments 77 106 95
Totals 192 220 321

*Hospital systems are compromised of multiple hospitals and school districts of multiple
schools. The total number of hospitals and schools impacted is explained in the sector-specific
sections below.



Average Ransoms
Paid in US

2018 = 50005
2023 = 1.500.0005

Last week VmWare 0-day vulnerability
* Price: 1,7MS

* When Criminals get more money
their budget for the next attacks
increase > 0-Day attacks
become more common

* Sadly, the enemy is also
becoming more bold and cruel...




Immutable Laws of Security (v2)

» Law #1: If a bad actor can persuade you to run their program on your computer, it's not solely your
computer anymore.

« Law #2: If a bad actor can alter the operating system on your computer, it's not your computer
anymore.

« Law #3: If a bad actor has unrestricted physical access to your computer, it's not your computer
anymore.

« Law #4: If you allow a bad actor to run active content in your website, it's not your website anymore.
» Law #5: Weak passwords trump strong security.

* Law #6: A computer is only as secure as the administrator is trustworthy.

» Law #7: Encrypted data is only as secure as its decryption key.

« Law #8: An out-of-date antimalware scanner is only marginally better than no scanner at all.

« Law #9: Absolute anonymity isn't practically achievable, either online or offline.

* Law #10: Technology isn't a panacea.



My Take

e Up to date hardware and software inventory
* BitLocker

* Principle of Least Privilege

* Tier Model for AD

* Using PAW-model

* Introduction of IPsec

* Allow-listing to some extent

* MFA, strong authentication

e USB-control?



Tier Model AD/AAD



Tier your Directories on-prem...

* Split your environment into three tiers
* Never allow hlgher layer admins to logon to lower layers
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If Nothing Else, do This!

& Group Policy Management Computers
v 4\ Forest ConcEptine Linked Group Policy Objects - Group Policy Inhertance ~ Delegation
v |55 Domains -
v 3 conceptlocal Link Order GPO Enforced Link Enabled GPO Status w
,_,Er cu_Custom_Default_Domain_Policy — 1 i) c_Applocker_Hard... No Yes Enabled Nec
) Default Domain Policy 2 =i/ TierD_Protection No Yes Enabled Nc
v 2] Accounts o
v o Computers -
=] c_Applocker_Hardening
] TierD_Protection <
> [E1 PAWSs \
> (21 Servers
» 31 Workstations
= Group Policy Management Editor
File Action View Help
o= | 2R XE = HE
=/ Tier0_Protection [CONDC1.CONCEPT.LOCAL] Policy A || Policy a Policy Setting
Ff)mpt'lt.er Configumtiol 12y Create permanent shared objects Not Defined
v || Policies

» [ Software Settings
v [ 1 Windows Settings
> | Name Resolution Policy
(&l Scripts (Startup/Shutdown)
v % Security Settings
> Account Policies
v j Local Policies
> ER Audit Policy
> ] UserRights Assignment v

1J;| Create symbolic links

Eﬁ& Deny access to this computer from the network
\2| Deny log on as a batch job

i2¢| Deny log on as a service

|s| Deny log on locally

¢/ Deny log on through Remote Desktop Services

12y Force shutdown from a remote system
22| Generate security audits

Not Defined
Not Defined
CONCEPT\Domain Admins
CONCEPT\Demain Admins
CONCEPT\Demain Admins
CONCEPT\Domain Admins
CONCEPT\Domain Admins
Not Defined
Not Defined




Adding Groups

|
|
File Action View Help

| #E = HE

IE Group Policy Management Editor

\=[ TierD_Protection [CONDC1.CONCEPT.LOCA A
~ i Computer Configuration
w || Policies
» [ | Software Settings
w [ | Windows Settings
» [7] Mame Resolution Policy
=] Scripts (Startup/Shutdown)
W % Security Settings
> EE] Account Policies
» ﬁﬂ Local Policies

- Ewvent Log

:‘3 Restricted Groups

¥ LB System Services

» [ Registry

> & File System

p ::_*TI Wired Metwork (IEEE 802,

s | Windows Defender Firews
[ Metwork List Manager Po

> Gall Wireless Network (IEEE 80
| Public Key Policies

> || Software Restriction Polic

sy

Group Mame Members Mernber Of

% COMNCEPT\G_ComputerAdmins Administrators

COMNCEPTVG_ComputerfAdmins Properties

Members aof this group:

<This group should contain no members:

This group is a member of
Administrators

Corfigure Membership for CONCEPTVG_Compute...

Remaove

Add...

Remaove
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.orin the Cloud

* Split your environment into two layers
* Never allow higher layer admins to logon to lower layers

Ai% 7

0‘0
o\

Workstatlon Admins

GIobaI Admins

Tierl



Even More Important than AD-
tiering!



Domain

Admins Domain
Fabric .

Admins Fabric
Backup Backup

Admins
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Privileged Access Workstation
(PAW)




=

Limit the Attack Surface




't you can use a device to take
down the company, you should
not be able to Facebook on it...



Security is simple at the end...

Don’t let accounts that can take down your
environment logon to devices with access to
malware...

Don’t let computers that can take down your
environment talk to Facebook...




Why?



Why?

* Management tools just were not meant to work on servers
* RDP is an emergency console with two licenses

* No GUI
e High privileged user accounts can’t be used “where ever”



How?



Platforms?

e Platform Level 1
* A workstation is either a normal or a privileged one

e Platform Level 2

e Admins have a VM

* Running the admin stuff on the VM
* Running the admin stuff on the Host

* Platform Level 3
* Admins have separate computers for normal and privileged use



Credentials Protection

=[ Local Group Policy Editor
File Action View Help
L ARICalRERN “ Hoel i ¢

5[ Local Computer Policy
wv A Computer Configuration
» [ Software Settings
> [ Windows Settings
~ [ Administrative Templates
» || Control Panel
| Desktop
> [ Network
| Printers
Server
> ] Start Menu and Taskbar
> [ System
w [ | Windows Components
| ActiveX Installer Service
| Add features to Windows 10
App Package Deployment
App Privacy
| App runtime
| Application Compatibility
| AutoPlay Policies
5 || Biometrics
» [ BitLocker Drive Encryption
| Camera
| Chat
| Cloud Content
| Connect
| Credential User Interface

Setting

1iz| Do not display the password reveal button

|| Require trusted path for credential entry

|| Enumerate administrator accounts on elevation

|| Prevent the use of security questions for local accounts

State
Mot configured
Enabled
Mot configured
Mot configured

Comment
Mo
Mo
Mo
Mo

4 setting(s)

Extended )\Standard /

« And no Admin rights so you can’t install a Key Logger

&8 Current threats

Threats found. Start the recommended actions.

HackTool:Win32/Keylogger

, High A~
15.5.2023 20.04 (Active)

Action options:
O Quarantine

@ Remove

O Allow on device

See details

Start actions

== User Account Contral

Enter my credentials on the authentic
Windows sign-in screen

Yes Mo
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KeyLogger with PowerShell etc?

# open logger file in Notepad
notepad $Path

}
}

# records all key presses until script is aborted by pressing CTRL+C
# will then open the file with collected key codes

Start-KeyLogger

At line:1l char:1

+ #requires -version 2

+

This script contains malicious content and has been blocked by your antivirus software.

+ CategoryInfo : ParserError: (:) [], ParentContainsErrorRecordException
+ FullyQualifiedErrorId : ScriptContainedMaliciousContent

PS C:\Users\homer> |

25



Drivers

=/ Local Group Policy Editor
File Action View Help

o= 2F = HE T

] Windows Game Recording and Broadcasti
] Windows Hello for Business
7] Windows Ink Workspace
[ Windows Installer
] Windows Logon Options
] Windows Media Digital Rights Manageme
] Windows Media Player
] Windows Messenger
7] Windows Mobility Center
[ Windows PowerShell
7] Windows Reliability Analysis
5 [ Windows Remote Management (WinRM)
[ Windows Remote Shell
[ Windows Sandbox
> [ Windows Security
v ] Windows Update
| Legacy Policies
] Manage end user experience
7] Manage updates offered from Windov
|| Manage updates offered from Windov
[ Work Folders
[ Al Settings

[ Vst e

Comment

Do not include drivers with
Windows Updates

Edit policy setting

Requirements:
At least Windows Server 2016 or
Windows 10

Description:
Enable this policy to not include

If you disable or do not configure this
policy, Windows Update will include
updates that have a Driver
classification,

drivers with Windows quality updates.

Setting State

\iz] Select when Preview Builds and Feature Updates are received Mot configured

\iz] Select when Quality Updates are received Mot configured

Mot configured

Disable safeguards for Feature Updates
Not configured

not include drivers with Windows Updates

Manage preview builds Mot configured

\iz] Select the target Feature Update version Mot configured

Microsoft Vulnerable Driver Blocklist

Microsoft blocks drivers with security vulnerabilities from running on your

device.

Extended ,;{Standard f

6 setting(s)

® On

Learn more
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Owning a nested VM

Why not on a shared Hypervisor?



What about Jump Servers?



Jump Servers

* This approach is frequently proposed to mitigate risk to
administration and does provide some security assurances, but the
jump server approach by itself is vulnerable to certain attacks
because it violates the "clean source" principle. The clean source
principle requires all security dependencies to be as trustworthy as
the object being secured.

Privilege Escalation Risk

e

. Admin
Attacker User Workstation

Jump Server


http://aka.ms/cleansource

‘ Standard PC

Servers / Services

-
-
-

Not configured

Management Ports

IPsec
- Require IN for management
IPsec - NO requirement for standard ports

Require IN, Request OUT - Request OUT



Standard PC

Servers / Services

|Psec
Not configured

|Psec
Require IN, Request OUT IPsec
- Require IN for management

- NO requirement for standard ports
- Request OUT

IPsec
Require IN, Request OUT



Administrators- Standard PC
group members

Servers / Services

Administrators -
Domain Admins Qi
Workstations Admins YES

Server Admins NO

Builtin Administrator (used via LAPS)

="
-@—

Administrators - Administrators - Administrators -

o «

Domain Admins NO Domain Admins Domain Admins

Workstations Admins NO Workstations Admins 10 Workstations Admins NO

Server Admins NO Server Admins o Server Admins YES
Builtin Administrator (used via LAPS)  YES Builtin Administrator (used via LAPS)  YES

Builtin Administrator (used via LAPS)  YES



Good Run-through on IPsec for PAWs

* https://improsec.com/tech-blog/setup-rdp-dc-jumphost-paw-ipsec
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https://improsec.com/tech-blog/setup-rdp-dc-jumphost-paw-ipsec

Azure PAW



Microsoft RAMP

* https://docs.microsoft.com/en-us/security/compass/security-rapid-

modernization-plan

A.End-to-end Session Security
Explicit Zero Trust validation for

* Privileged Sessions
(including authorized elevation)

» User Sessions

B. Protect & Monitor
Identity Systems

Secure Directories, Identity
Management, Admin Accounts,
Consent grants, and more

C. Mitigate Lateral Traversal
Using Local Accounts

D. Rapid Threat Response

Limit adversary
access and time

Privileged Access

Dewces/Workstatlons ’l Account Interface
,z’ Intermediaries
¥ 4
’ A
- U4
% s o :'.b
VN
. $/°
Identity Systems 5‘5‘{!, £
&
Sse T,’ & Intermediaries

Devices/Workstations Account

User Access

~
R /’ E
~ .
\\ :
!!!

Interface

Business Critical Assets
Across On-Premises, Cloud, OT, & loT

} @ # CYBERARK

@ @saiPoint Okta
Identity Systems

A s )

Cloud Service Admin

A D Reckwell
@ AW Automation

[H = Honeywell .g@

Business Critical Systems



https://docs.microsoft.com/en-us/security/compass/security-rapid-modernization-plan
https://docs.microsoft.com/en-us/security/compass/security-rapid-modernization-plan

DevicelD to identify PAWSs

Microsoft Azure K~ Search resources, services, and docs (G+/)

Home > Matti Laiho Oy > Devices >

XENPAWOT1 | Properties

Matti Laiho Oy - Azure Active Directory

: @:3 Manage - Enzble ® Disable
Manage
LW Properties Name
a. Roles and administrators (Praview) Device |0
—_—_—

& Administrative Units (Preview )

( ) Ohbject ID

Enabled

i Dielete

| XENPAWO1

| ccOalbaa-63fc-47b4-9d54-d159d41329de

| 1c89153b-8cb9-4644-b93c-cocfbedcaba

14
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Conditional Access to filter out PAWSs

Microsoft Azure £ search resources, services, and docs (G+/) A g G o) admin@adminize.com
MATTI LAIHO OY (ADMINIZE.CO...

Home > Conditional Ac Fllter fﬂr dEViCES X
BLOCK - Requ

Conditional Access policy
Configure a filter to apply policy to specific devices. Learn more

] Delete
Configure (@

F- =
- o )
R iy

Control access based on C
policy to bring signals tog
decisions, and enforce org

Devices matching the rule:

Learn maore
(:) Include filtered devices in policy
Mame * (@) Exclude filtered devices from policy

BLOCK - Require PAWSs You can use the rule builder or rule syntax text box to create or edit the filter rule.

_ And/Or Property Operator Value
Assignments
Users or workload identiti deviceld Equals cc9albaz-63fc-47b4-9d54-d159d41329de [m]
Specific users included a or deviceld Equals 1c3bcf29-3743-48da-bade-343937b40c3e 0]
excluded .
—+ Add expression
Cloud apps or actions (@  Rule syntax @ & Edit

iceld -eq "ccoalbaza-63fc-47b4-9d54-d155d41329de" -or device.deviceld -eq "1c3bcf?9-3743-48da-bade-ada937hb40cIe
viceld -eq CcCRalbaa-oziC-4/D4-9024-alo2dd 1 a290e” -or device.aeviceld -ed CaDCTeY-a/4a-4o0a-Dade-ad4alz MDA ze

]

All cloud apps deviced



Recommended Reading

e Good run-through for AAD-environments
* https://call4cloud.nl/2021/11/paw-love-and-thunder/

* Conditional Access for Devices (more options)

* https://docs.microsoft.com/en-us/azure/active-directory/conditional-
access/concept-condition-filters-for-devices



https://call4cloud.nl/2021/11/paw-love-and-thunder/
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-condition-filters-for-devices
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-condition-filters-for-devices

Restricting Internet Access

(= PAW-Restrictions [DCO2.ELAIHOLINT] Pelicy
~ i Computer Configuration

w [ | Policies

| Software Settings
| Windows Settings
4 Privilege Management Settings

w || Administrative Templates: Policy defir
| Control Panel
| LAPS
~ || Microsoft Edge

R T ey e riryryryryririy.

Application Guard settings
Cast

Content settings

Default search provider

Edge Workspaces settings
Experimentation

Extensions

HTTP authentication

Identity and sign-in

Kiosk Mode settings
Manageability

Mative Messaging

Password manager and protec
Performance

Permit or deny screen capture
Printing

Private Metwork Request Settir
Proxy senver

Sleeping tabs settings

~ Proxy server

Proxy settings

Edit policy setting

Reguirernents:
Microsoft Edge version 77,
Windows 7 or later

Description:
Configures the proxy settings for
Microsoft Edge.

If you enable this policy, Microsoft
Edge ignores all proxy-related
options specified from the
command line,

If you don't configure this policy,
users can choose their own proxy
settings.

This policy overrides the following
individual pelicies:

'ProxyMode’ (Configure proxy
server settings)

‘ProxyPaclrl’ (Set the proxy .pac
file URL)

'ProxyServer' (Configure address
or URL of proxy server)
‘ProxyBypassList’ (Configure
proxy bypass rules)

Setting

—
1=

=l

=_=l

Configure proxy bypass rules (deprecated)

Configure proxy server settings (deprecated)

Set the proxy .pac file URL (deprecated)

Configure address or URL of proxy server (deprecated)
Proxy settings

State

Mot configured
Mot configured
Mot configured
Mot configured
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Restricting Internet Access

{"ProxyMode": "fixed_servers","ProxyServer": "127.0.0.1:8080","ProxyBypassList":

"* azure.com;*.duosecurity.com;*.azure.net;*.microsoft.com;*.windowsupdate.com;*.microsoftonline.com;*.microsoftonline.cn;
*.windows.net;*.windowsazure.com;*.windowsazure.cn;*.azure.cn;*.loganalytics.io;*.applicationinsights.io;*.vsassets.io;*.azure-
automation.net;*.visualstudio.com;portal.office.com;*.aspnetcdn.com;*.sharepointonline.com;*.msecnd.net;*.msocdn.com;*.we
btrends.com;*.msidentity.com;*.auth.microsoft.com;*.msftidentity.com;account.activedirectory.windowsazure.com;accounts.acce
sscontrol.windows.net;adminwebservice.microsoftonline.com;api.passwordreset.microsoftonline.com;autologon.microsoftazurea
d-sso.com;becws.microsoftonline.com;ccs.login.microsoftonline.com;clientconfig.microsoftonline-
p.net;companymanager.microsoftonline.com;device.login.microsoftonline.com;graph.microsoft.com;graph.windows.net;login.mic
rosoft.com;login.microsoftonline.com;login.microsoftonline-
p.com;login.windows.net;logincert.microsoftonline.com;loginex.microsoftonline.com;login-
us.microsoftonline.com;nexus.microsoftonline-

p.com;passwordreset.microsoftonline.com; rovisioningafi.microsoftonline.com;*.msftauth.net;*.live.com;*.msauth.net;*.cdn.offi
ce.net;*.akamaihd.net;*.office.com;*.res.office365.com;*.azureedge.net;arc.msn.com;outlook.office365.com;*.atmrum.net;*.azr.f
ootprintdns.com;*.exchange.microsoft.com;shellprod.msocdn.com;*.akamaiedge.net;wildcard.msocdn.com.edgekey.net;*admin.s
harepoint.com;*.msedge.net;*.asm.skype.com;*.config.office.net;cdn.botframework.com;*.omnichannelengagementhub.com;*.p
owerapps.com;*.dynamics.com;*.powerbi.com;*.microsoftstream.com;*.onestore.ms;*.assets-
yammer.com;*.Y]ammer.com;*.microsoft365.com;Iive.sysinternaIs.com;https://%(o.microsoft.com/;http://go.microsoft.com/;https:/
/login.live.com;https://activation.sls.microsoft.com/;http://crl.microsoft.com/pki/crl/products/MicProSecSerCA_2007-12-
04.crl;https://validation.sls.microsoft.com/;https://activation-v2.sls.microsoft.com/;https://validation-
v2.sls.microsoft.com/;https://displaycatalog.mp.microsoft.com/;https://licensing.mp.microsoft.com/;https://purchase.mp.microso
ft.com/;https://displaycatalog.md.mp.microsoft.com/;https://licensing.md.mp.microsoft.com/;https://purchase.md.mp.microsoft.

com/"}



FQDN in Windows Firewall Rules

Set-MpPreference -EnableNetworkProtection Enabled

Sdomains = @( '*.azure.com', '*.duosecurity.com', '*.azure.net', '*.microsoft.com’, '*.windowsupdate.com', '*.microsoftonline.com', '*.microsoftonline.cn', '*.windows.net',

* windowsazure.com', "*.windowsazure.cn’, '*.azure.cn’, '*.loganalytics.io', '*.applicationinsights.io', '* vsassets.io', '*.azure-automation.net', '*.visualstudio.com',

'portal.office.com’, '*.aspnetcdn.com’, '*.sharepointonline.com’, '*.msecnd.net’, *.msocdn.com’, '*.webtrends.com', '*.msidentity.com’, '*.auth.microsoft.com’,

* msftidentity.com', 'account.activedirectory.windowsazure.com', 'accounts.accesscontrol.windows.net', 'adminwebservice.microsoftonline.com’,

'api.passwordreset.microsoftonline.com’, 'autologon.microsoftazuread-sso.com’, '‘becws.microsoftonline.com’, 'ccs.login.microsoftonline.com', 'clientconfig.microsoftonline-
.net', 'companymanager.microsoftonline.com’, 'device.Iogin.microsoftonline.com', 'graph.microsoft.com’, 'graph.windows.net', 'login.microsoft.com’,
login.microsoftonline.com’, 'Iogin.microsoftonline-p.com‘, login.windows.net', 'logincert.microsoftonline.com’, 'loginex.microsoftonline.com’, 'login-us.microsoftonline.com’,

‘nexus.microsoftonline-p.com’, ‘passwordreset.microsoftonline.com’, 'provisioningapi.microsoftonline.com', '*.msftauth.net’, '*.live.com', '*.msauth.net’, '*.cdn.office.net’,

'* akamaihd.net', '*.office.com’, '*.res.office365.com’, '*.azureedge.net’, 'arc.msn.com’, 'outlook.office365.com’, '*.atmrum.net', '*.azr.footprintdns.com’,

"* exchange.microsoft.com’, 'shellprod.msocdn.com’, '*.akamaiedge.net’, 'wildcard.msocdn.com.edgekey.net’, "éadmin.sharepoint.com', *.msedge.net', "*.asm.skype.com’,

'* config.office.net’, 'cdn.botframework.com', '*.omnichannelengagementhub.com’, '*.powerapps.com‘( "* dynamics.com', '* powerbi.com’, "*.microsoftstream.com’,

'* onestore.ms', '*.assets-yammer.com', '*.yammer.com', '*.microsoft365.com’, 'live.sysinternals.com', 'https://go.microsoft.com/’, 'http://go.microsoft.com/',

'https://login.live.com', 'https://activation.sls.microsoft.com/', 'http://crl.microsoft.com/pki/crl/products/MicProSecSerCA_2007-12-04.crl', "https://validation.sls.microsoft.com/',

'https://activation-v2.sls.microsoft.com/', 'https://validation-v2.sls.microsoft.com/', 'httﬁs://disFlaycatang.mp.microsoft.com/', 'https://licensing.mp.microsoft.com/',

'https://purchase.mp.microsoft.com/', 'https://displaycatalog.md.mp.microsoft.com/', 'https://licensing.md.mp.microsoft.com/', 'https://purchase.md.mp.microsoft.com/" )

foreach (Sdomain in Sdomains) {
Sid ='{' + (New-Guid).ToString() + '}'
New-NetFirewallDynamicKeywordAddress -Id Sid -Keyword Sdomain -AutoResolve Strue

New-NetFirewallRule -DisplayName "allow Sdomain" -Action Allow -Direction Outbound -RemoteDynamicKeywordAddresses Sid }



Security Baselines for PAW

TPM, BitLocker, Ei-Admin, AppLocker, Baseline, Netin hallinta, inbound RDP
blokattu.
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