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Windows and Intune
Senior Modern Management Principal

Petri.Paavola@yodamiitti.fi

Skills

> Powershell / Graph API

> Al

> Windows Autopilot + Intune + Intune for
Education

> Windows 10&11 Deployment and Management

> Traditional on-prem deployment and
management

> Consulting &Training
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Microsoft"
Most Valuable
Professional

@petripaavola

https://github.com/petripaavola
Intune.ninja
Powershell.ninja

Over 23 years of work
experience

Current (10+ years):

> Yodamiitti Oy / Owner
Consulting / Training

Past:

> Aalto university / IT-services
Responsible for Workstation service
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Agenda WWW.Wphninjas.fi

@ Community Tools

Check these tools...

@ New features on Intune Community Tools

Quick overview of new updates and features released recently for community tools

Key ta keaways: @ Intune log files troubleshooting helper tools

. Updated tools for automatic and manual Intune log file analysis

. Learn how community and
troubleshooting tools will help
your Intune and Windows World Premiere! Introducing

management and troubleshooting @ Get-WindowsTroubleShootingReportCommunity

. World premiere - Introducing Get-
WindowsTroubleShootingReportCo
mmunity

The Ultimate Intune and Windows Troubleshooting Tool
Something new, something unique(?), something for and from community

@ You can help making tools better! ©
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Baseline Settings for Intune

()

Importing Baseline Settings into

Microsoft AutoUpdate (MAU)

ic

© Note
IntuneMacAdmins,com i not here to replace any other Community Project,Linkedin

lack Channel. The only g

Get the Most out of the Content

1 can see on the left there are mulipl und macOS. The goal is o add a

hort overview, a guide to configure the setting or script, as well as delivering insight:

based on real-world experiences that are not documented anywhere else, e.q. Micr

ing, and we want you to help us improve and add more

Navigating the Site

« Sidebar Menu: Use the sidebar menu on the left to quickly find the topics you are

These will help your work day...

On this page

Our Sponsors
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% Microsoft Office 365 1.2 x64 EN

MyCompanyName Technotogy Ltd - App Ir

Please save your work before continuing. The following
applications will be closed automatically.

Command Prompt
cmd

Microsoft Edge

msedge

Visual Studio Code

Windows Explorer
explorer

Defer (5 remain)

Close Apps & Install .
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* Hyvin kattava tyokalu
* Copy, export, import, backup

* Compare

 Edit (skriptit)
 Ja vaikka mita

Tukee useita tenantteja
-> Kopioi policyja tenantista

toiseen

https://github.com/Micke-K/IntuneManagement

= Intune Manager
File Bulk Views

Intune Manager

0= Administrative Templates

Intune Management - Micke Karlsson

www.wpninjas.fi
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Administrative Temb.iates
ADMX Files

Android OEM Config

E% App Configuration (App)
=% App Configuraticn (Device)
i App Protection

&) Apple Enrollment Types

EEE Applications

) Authentication Context

) Authentication Strengths

L—: Autopilot

|l Azure Branding

[=] Co-Management Settings
Compliance Policies
Compliance Policies - V2

B Compliance Scripts

U Conditional Access

€= Custom Attributes

Device Configuration

28 Driver Update Profiles

Endpoint Security

Enrollment Restrictions

Enrollment Status Page

Feature Updates

Filters

Health Scripts

Intune Branding

HAR[as

O
L

-

Named Locations
Notifications

Policy Sets

Quality Updates
Reusable Settings
Role Definitions
Scope (Tags)

Scripts (PowerShell)
B Scripts (Shell)
Settings Catalog
Terms and Conditions

Terms of use

flok@iT)

28 Update Policies
"N W365 Provisioning Policies
" W363 User Settings

displayMame
Administrative Template Conflict Policy 1

description

id
b83c1b76-7ab3-48ab-afcd-214888f2dd10

Administrative Template Conflict Policy 2

4cabalad-48f2-4547-8dc7-280379f7 2cee

Administrative Templates

DEMO

87188973-d5bf-43e7-ab7d-541b20cedd e

Chrome Administrative Templates

9f2f6d 1c-fcc9-4356-8dbb-e9295c7 14281

Chrome updates force 1 days

19293fd4-b128-4cb3-0840-39c00e14di44

DEMO Admin templates

db31d870-3bf7-41f7-b7a2-36c2ac244b7b

Disable Teams autostart

0781e346-4dc0-4531-98c-7bf77c115034

Edge and Chrome Sites to Allow and Block

61330acf-1ed1-4d3e-98c6-3bffadTf76ca

Edge Chromium Administrative templates - Teacher User Preferences

cb3bf16f-3351-4eed-8201-d18a6d491cf5

Firefox ADMX (imported)

42c33163-f95§-4327-9d27-9fa3acf5balb

Intune for Education DEMC1 GroupPolicyConfiguration

0611b646-ab11-459¢-af8e-9341ddbff3d

Kiosk devices - Edge and Chrome force Enforce browser guest mede

db1c796d-5a81-481d-91bb-117ae1ed4idd

Microsoft Edge Chromium Admin Templates PRODUCTION

473389cf-6ad3-41c0-8b0a-4bccBa5c5071

QOneDrive for Business PRODUCTION - Administrative Template Settings

9582f88c-bcB6-44ch-9b0e-b8395d4229%3

PETE DEMO

4df27742-8d61-4978-b24c-97964a1fa547

Point-amd-Print FIX

a3537871-02e3-4021-9082-95a55{92b1ce

S Microsoft Edge Admin Templates

110fd3b9-c56c-4320-8623-25952624fd0d

USB Restriction policies

51f0eb4a-4226-4edb-8c43-79989a2de 1%

Windows 10 AdminTemplates Edge Chromium (configure extension)

458c122-24cb-442c-8c08-122aF 14847

oo e

Windows 10 Edge update settings

145d8ed3-3916-4cdB-8cd5-6caefcd 895278

Objects: 20

Document

| Import | | Export



https://github.com/Micke-K/IntuneManagement

OpenintuneBaseline - James Robinson """"enmet

&« O ] o) https://github.com/SkipToTheEndpoint/OpenintuneBaseling/tree/main/WINDOWS/IntuneManagement

* Policyja moniin eri
= O SkipToTheEndpeint / OpenintuneBaseline
ka yttota rko Itu kSI I n <> Code (©) Issues 10 i) Pullrequests 1 € Discussions () Actions [ Projects 1 M wiki @ Security |~ Insights

[ Files OpenintuneBaseline / WINDOWS / IntuneManagement / 2

e Aiemmalla Intune |
e ¥ main e @ skipToTheEndpoint Remove leftover files
Management -tyokalulla t

N Last c it g
I [ ] ® o0 [ ] [] e d » .github
policyja voi importoida .
I t > MACOS CompliancePolicies Move Windows-specific files
Oomaan intuneen 5 vinoows
DeviceConfiguration Move Windows-specific files
I v IntuneManagement

DriverUpdateProfiles Move Windows-specific files
CompliancePolicies

* Tai kdsin Intune/Import tai S
Skrlptllla ) JOS E| VO' kayttaa : DriverlpdateProfiles UpdatePolicies Remove leftover files

ulkopuolisia tyokaluja S
[ README.md

[ SETTINGSOUTPUT.md

D export-tvm-security-recommen

https://openintunebaseline.com/
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* Intune Remediations-
skripteja moniin eri
kayttotarkoituksiin

* Kannattaa kahlata lapi

https://github.com/JayRHa/EndpointAnalyticsRemediationScripts

é

<>

G [ o] https://github.com/JayRHa/EndpointAnalyticsRemediationScripts

o JayRHa / EndpeintAnalyticsRemediationScripts

Code (&) Issues 19 11 Pull requests

® Actions [ Projects D Security |~ Insights

& EndpointAnalyticsRemediationScripts  Public

¥ main ~

£ JayRHa Merge pull request #85 from Swelorgen/main B3

.images

0 - Template

Activate-Numlock

Add-Winget-App

AutomaticTimezone

BlockAADWorkplaceloin

Change-MultipleRegistryKeys

Check-DiskHealth

Check-PNPDevices

Clear-DnsCache

Clear-DownloadFolder-SingleUser

Clear-DownloadFolder
Clear-CutlookCache

Clear-TeamsCache

|
]
|
]
|
]
|
[ ] Change-Registry-Key-Generic
|
]
|
]
|
]
]
[

¥ 1Branch © Tags

Q Go to file

update read me

Rename Uninstall-Silverlight to Detect-Silverlight
Add description

Fixed variable name

added readme

BlockAADWerkplaceloin

Mew script Change-MultipleRegistryKeys

Add description

Add description

New script Check-PNPDevices

Fix name

Rename Clear-DownloadFolderRemedaiton.ps1 to Clear-...

Rename Clear-DownloadFolderRemedaiton.ps1 to Clear-...

Add description

Manage new teams

f4264e6 - 2 days ago

EndpointAnalyticsRemediationScripts - Jannik Reinhard

Q, Type 7] to search

© Watch 44

) 153 Commits

last year

7 months ago
last year

2 months ago
7 months ago
10 months ago
last year

last year

last year

last year

last year

last year

last year

last year

2 weeks ago

t < <> Code ~
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% Fork 80 - 7 Star 375 -

About

No description, website, or topics provided.

Readme
MIT license
Activity
375 stars

44 watching

< 0 % ¢ & 8

80 forks

Report repository

Releases

Mo releases published

Packages

Mo packages published

Contributors 17

OFE®4Iia
070220

+ 3 contributors

Languages
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IntuneMacAdmins - Ugur Koc www.wpninjas.fi

| < O M (9 httpsy//www.intunemacadmins.com/home/getting_started/ A W = T a

IntuneMacAdmins

Home v On this page

* Paaaljon ohjeita ja Getting Started

How to Contribute

vinkkeja macOS Intune-

Feedback

. selog
h a I I I nta a n CrangElg Starting is pretty easy. Just navigate the sidebar menu on the left and scroll through the
Whats new in Microsoft Intune \

content you are interested in. But let's see how you can get the most value out of the
Community guides. Our Sponsors #

* Ei korvaa olemassa olevia B —

glueckskanja

ESP for ma Dialog

IntuneMacAdmins.com is not here to replace any other Community Project, Linkedin

L]
fo O r u m e I ta ) m u tt a O n Frequently Asked Questions Group, or Slack Channel. The only goal is to provide macOS-related content in a

FAQ single place. o algiz TECHNOLOGY

[} | [] oo The application packaging specialists
O I Va I S a Baseline Settings for Intune
(Wew]

Importing Baseline Settings into
i Get the Most out of the Content

Contributing to the Baseline
Settings As you can see on the left, there are multiple topics around macOS. The goal is to add a

Settings Overview short overview, a guide to configure the setting or script, as well as delivering insights
All Settings based on real-world experiences that are not documented anywhere else, e.g., Microsoft
Platform 5 Docs.

Antivirus Configuration

This list is growing, and we want you to help us improve and add more content. Check out
Defender for Endpoint (MDE)

Configuration How to Contribute.
Accounts and Login
R ctions

Flevaut Navigating the Site

e * Sidebar Menu: Use the sidebar menu on the left to quickly find the topics you are
date (MAU) ) )

https://www.intunemacadmins.com/
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Intune ja tulostimet

WWW.Wpninjas.fi
* Rock My Printers NI
* Luo tulostinpaketteja X
automaattisesti

e https://www.rockenroll.tech/202
3/03/14/rock-my-printers/

Log

» Teorian opiskelemiseksi  |SSEE_—GE—_—S—_G
ka n n atta a I u kea |é pi Successfully connected to tenant

Rudyn blogi

https://calldcloud.nl/deploy-printer-
drivers-intune-win32app/
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https://call4cloud.nl/deploy-printer-drivers-intune-win32app/
https://call4cloud.nl/deploy-printer-drivers-intune-win32app/

PSAppDeployToolkit v4 www.wpninjas.fi

PSAppDeployToolkit
v4 — What's New
and Why You % Microsoft Office 365 1.2 x64 EN

Please save your work before continuing. The following
applications will be closed automatically,

Command Prompt
cmd

@ PATCH MY PC

Microsoft Edge

msedge

Visual Studio Code
code

Windows Explorer
explorer

Defer (5 remain) Close Apps & Install

PSAppDeployToolkit v4 tulossa
loppuvuodesta

=H . ENG 510 PM
H % 8 Q@ 026 % ~ Q620 [ W 0178

https://patchmypc.com/psadt-v4
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Intune Community Tools Updates

Quick overview of tools and new features

H

T
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Intune Community Tools Updates www.wpninjas.fi

e Old/original Intune PowerShell SDK Graph APl module stopped working earlier this year
* This was anticipated and there was over a year or two to update scripts
* Did we update scripts in time ?-) :D
* All Intune scripts using old PowerShell module or it's Enterprise Application ID in the world needed to be
changed to use Microsoft Graph PowerShell module
» or use custom Enterprise Application and not use PowerShell module at all

Let's look newest updates and new features in famous Troubleshooting Tools
in next few DEMOs
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PS C:\powershell> Get-Command ClipboardTools-*

CommandType (ELTS Version Source
Function ClipboardTools—ConvertFromBase6U ; ClipboardTools
Function ClipboardTools—ConvertHexToString . ClipboardTools
Function ClipboardTools-ConvertStringToHex : ClipboardTools
Function ClipboardTools—ConvertToBase6l . ClipboardTools
Function ClipboardTools—CopyPaste J ClipboardTools
Function ClipboardTools-CopyPasteUrl G ClipboardTools
Function ClipboardTools-EdgeDebuggerMGGraphPowerShellScript 1. ClipboardTools
Function ClipboardTools-JsonCompress : ClipboardTools
Function ClipboardTools-JsonUncompress . ClipboardTools
Function ClipboardTools-NewGuidToClipboard < ClipboardTools
Function ClipboardTools-ObjectifyIntuneJsonReport : ClipboardTools
Function ClipboardTools-PasteObjectToExcel . ClipboardTools
Function ClipboardTools-SaveImageToFile . ClipboardTools
Function ClipboardTools-SaveTextToFile : ClipboardTools
Function ClipboardTools-Sort : ClipboardTools
Function ClipboardTools-ValidateJson . ClipboardTools
Function ClipboardTools-ValidatePowerShellSyntax s ClipboardTools
Function ClipboardTools-ValidateXml . ClipboardTools

PS C:\powershell>

ClipboardTools-* PowerShell module updates

Toolset to help analyzing Intune log files manually and
create your own Intune scripts easily

e o)




ClipboardTools wwapninjas

ClipboardTools is set of tools which helps you to
* Extract and convert log entries to human readable format
* For example: json expansion and base64 conversions

Updated: Create Intune/Graph API scripts without knowing Powershell or Graph APl "at all"
* DEMO on this later

o All Petri's Intune related tools are made with this trick / tool

Other useful little tools to help your every day life
New tools to help some troublehooting tasks

Easy install from Powershell Gallery:
* Install-Module -Name ClipboardTools -Scope CurrentUser



ClipboardTools New Features DEMO  "wwweniniash

PS C:\powershell> Get-Command ClipboardTools—*

CommandType Name Version
Function ClipboardTools—ConvertFromBase6U

Function ClipboardTools—ConvertHexToString

Function ClipboardTools—ConvertStringToHex

Function ClipboardTools—ConvertToBase6l

Function ClipboardTools—-CopyPaste

Function ClipboardTools—-CopyPasteUrl

Function ClipboardTools-EdgeDebuggerMGGraphPowerShellScript
Function ClipboardTools-JsonCompress

Function ClipboardTools—-JsonUncompress

Function ClipboardTools—-NewGuidToClipboard

Function ClipboardTools-ObjectifyIntuneJsonReport

Function ClipboardTools—-PasteObjectToExcel

Function ClipboardTools-SaveImageToFile

Function ClipboardTools-SaveTextToFile

Function ClipboardTools-Sort

Function ClipboardTools-ValidateJson

Function ClipboardTools-ValidatePowerShellSyntax

Function ClipboardTools-ValidateXml

ClipboardTools
ClipboardTools
ClipboardTools
ClipboardTools
ClipboardTools
ClipboardTools
ClipboardTools
ClipboardTools
ClipboardTools
ClipboardTools
ClipboardTools
ClipboardTools
ClipboardTools
ClipboardTools
ClipboardTools
ClipboardTools
ClipboardTools
ClipboardTools

R RRERRERRRERRERRRPBREBERBMR R BB
NNNNMNNRNRONNNNNNNNRODNNN

PS C:\powershell> |

https://github.com/petripaavola/ClipboardTools
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IntuneDeviceDetailsGUI updates

https://github.com/petripaavola/IntuneDeviceDetailsGUI

e o)


https://github.com/petripaavola/IntuneDeviceDetailsGUI

IntuneDeviceDetailsGUI www.wpninjas.fi

Graphical Intune report which tells a LOT of information in one view

This information is not easily available in Intune web console without doing tens of
clicks to different pages and remembering everything you have seen in last few minutes
of clicking

DEMO Let's see new features for this tool
* More information!

Download from Petri's GitHub
* https://github.com/petripaavola/IntuneDeviceDetailsGUI
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IntuneDeviceDetailsGUI DEM www.wpninjas.fi

I IntuneDeviceDetails ver 3.0 = a X

Connected as: la@yodami Type search text or select Quick Filter from dropdown
Quick filter: Devices Synced in last 24 hours (Mz ¥ ¥ | 1.Search devices Unknown assignments found. Try enabling
Showing information from device Selected device for report Found 12 devices - :e‘lnadd cachhe and run report again
eload cache
APVM-8726300880 APVM-8726300888 Last sync @ days ago V% [ Basic info only {Skip Apps and Configurations Assignments)
Manufacturer Microsoft Corporation 0S/Version  [Windows 11 23H2 Ent Compliance |compliant Windows Autopilot
Model Virtual Machine Language  |en-US isEncrypted | True enrolled |True Enrollment Restrictions | Allow Windows MDM Personal devices for Etunimi.Suku|
Serial 0858-3566-8785-7423-8726-3| Storage 11GB / 59GB LastSync |2 hours ago GroupTag |AutopilotVi Enrollment Status Page  Autopilot Enrollment Status Page for AutopilotVM
WiFi MAC Ethernet MAC 00155D117C7F Primary User etunimi.sukunimi@yodamiitti.fi Autopilot Depl. Profile  Autopilot Deployment Profile AutopilotVh
Recent check-ins Device Group Memberships | Primary User Group Memberships | Checked-In User Group Memberships (etunimi.sukunimi@yodamiitti.fi) Intune Device JSON Entra ID Device JSON Primary User JSON
;gizllrg\g.sl:lwcu:‘:r;;@gndam\itt\.ﬁ DisplayName Devices Users GroupType Security MembeshipType MembeshipRule Latest Checked-In User JSON | Autopilot Device JSON |  Autopilot Enrollment Profile JSON
All Devices 166 0 Security True  Dynamic (device.managementType -eq "MDM") Selected Application JSON | Selected Entra ID Group JSON Selected Configuration JSON
All Devices except test devices 166 0 Security True  Dynamic (device.managementType -=q "MDM") Overview Bitlocker K LAPS Password
All Mobile Devices - d0d08746-4dbe-4a37-9adf-9e7652c0bd 166 0 Security True  Dynamic (device.managementType -=q "MDM?) L
Comp_APVM-8726300880 1 0 Security True  Static M-8726300880
Comp_AutopilotVM_Windows11 1 0 Security True  Static incipallName : etunimi.sukunimi@yodamiitti.fi
DEMO_Set_Last Signed-in_user_as_PrimaryUser 3 0 Security True Static g operatingSystem : Windows
DynDev - All Intune managed Windows Company Devices 147 0 Seurity  True  Dynamic {device.deviceDSType -eq "Windows") and (device.managementType -eq "MDM?) and (device.deviceOwnership -eq "comy osversion i 18.6.22631.4169
: skuFamily : Enterprise
ownerType @ company
deviceType windowsRT
Application Assignments Selectuser | atunimi Wdamﬁtti Fi (Prir ~ manufacturer : Microsoft Corporation
P N . . . . model : Virtual Machine
context Application type displayName Version Intent  IncludeExclude installState GroupType assignmentGroup Group Members Filter chassisType : laptop
Device  win32LobApp Greenshot 1.2.10.6 12106-1  uninstall Included notinstalled Static Comp_APVM-8726300880 1 devices cerialNiumber . P858-3566-8785-7423-8726-3088-80
Device  winGetApp Company Portal (New Store App runas System) 1128000 required installed All Devices joinType : azureADJoined
Device  win32LobApp Yodamiitti Win32 DemoApplnstall ver 1.0 10 required notApplicable All Devices Windows Filter with no Targsted Devices deviceEnrollmentType : windowsAzureADJoin
) . managedDeviceName : etunimi.sukunimi_Windows_5/9/2824_9:50 PM
Device  win32LobApp 7-Zip 23.01 (x64 edition) 2301000  required Included notinstalled Dynamic  DynDev_Autopilot_GroupTag_Equals Autopiloth 4 devices autopilotEnrolled . True
Device  win32LobApp 7-Zip 24.06 (x64 edition) 2406000  required Included installed Dynamic ~ DynDev_Autopilot_GroupTag_Equals_Autopiloth 4 devices enrollmentProfileName : Autopilot Deployment Profile AutopilotVM
Device  winGetApp Adobe Acrobat Reader DC (new Store Win32 App)  24.003.201  required Included installed Dynamic  DynDev_Autopilot_GroupTag_Equals Autopiloth 4 devices enrolledDateTime 1 9.5.2024 21.58.32
Device  winGetApp Adobe Creative Cloud (new Store Win32 App) 63.0.207 required Included installed Dynamic ~ DynDev_Autopilot_GroupTag_Equals_Autopiloth 4 devices
» Primary User: etunimi.sukunimi@yodamiitti.fi
7 tEnabled T
. : accountEnable : True
Configurations Ass ts
onfigurations Assignmen displayName : Etunimi Sukunimi
context Configuration type userPrincipalName IncludeExclude  state  GroupType assignmentGroup Group Members Filter userPrincipalName : etunimi.sukunimi@yodamiitti.fi
Device  Endpeint Security ate Conflict Policy 2 etunimi.sukunimi@yodamiitti.fi Not applicable All Devices Windows Medel startswith Cloud PC E':zi}ype Member
Device  Custom il for AutopilotVM - AuditOnly and  etunimi.sukunimi@yodamiittifi  Included Slccesded | Dynamic  DynDev_Autopilot_GroupTag Equals_Autopilott 4 devices mobilePhone +353405066938
Device  Settings Catalog etunimi.sukunimi@yodamiittifi  Included Sliccesded | Dynamic  DynDev_Autopilot_GroupTag Equals_ Autopilott 4 devices jobTitle Demo
Device  Bitlocker etunimi.sukunimi@yodamiitti.fi  Included Succeeded | Static Comp_APVM-8726300880 1 devices department Demo Department
. " - . . companyName Yodamiitti Oy
Device  Endpoint Security e Administrative Templates etunimi.sukunimi@yodamiittifi  Included Succesded | Dynamic  DynDev_AllAutopilotDevices 16 devices Windows device model equals Surface Laptop employeeld : 123456543210
Device  SCEP certificate loudPKI - Device Certificate Yodamiitti etunimi.sukunimi@yodamiittifi  Included Succeeded | Dynamic  DynDev_Autopilot_GroupTag_Equals_Autopilotl 4 devices employeeType
Device  SCEP certificate CloudPKI - User Certificate Yodam Included  Notapplicable Dynamic DynDev Autopilot GroupTag Equals Autopilot\ 4 devices streetAddress
IS postalCode
state
country Finland
Remediation scripts Assignments officelLocation Yodamiitti Of
N N N T . N - usagelocation : FI
context  Script type Script Name Detection status Remediation stat userPrincipalName Status updated GroupType assignmentGroup Group Members Filter
Device Remediation Check Autopilot Branding ErrorLogs Not applicable ‘wa.paavola@yodamiitti.fi 21 hours ago  Static Comp_APVM-8726300880 1devices Microsoft Corporation Virtual Machine
Device  Remediation  Check local Administrators members for ppre | Without issues Not run 3daysago  Dynamic DynDev - All Microsoft Corporation Virtual Mac 115 devices Latest or Selected Checked-in User: etunimi.sukunimi@yodamiitti.fi
Device  Remediation  Create local admin account - Nordic Virtual Summi | Without issues Not run 3daysage  Static Comp_APVM-8726300850 1 devices accountEnabled . True
Device  Remediation  CVE-2023-24932 mitigation check 1/3 - Is Windows [[iithissues Not run 3daysago  Dynamic  All Devices displayName : Etunimi Sukunimi
Device  Remediation  CVE-2023-24932 mitigation check 2/2 - Is Windows [/With issues Not run 3daysage  Dynamic  All Devices UEGT;PiniiPalNa'ﬂE : etunimi.sukunimi@yodamiitti.fi
e . S - emal
Device Remediation CVE-2023-24932 mitigation check 3/3 - Is deprecat With issues Not run 3 days ago Dynamic  All Devices userType - Member
Remediation  Disable Built-in Administrator account Without issues Not run wa.paavola@yodami 12 days ago mobilePhone . £358485066938

. . Author: Petri.Paavola@yodamiitti.fi - Microsoft MVP ]
[ Device details updated 2024-09-14 13.58.10 https://qithub.com/petripasvola/IntuneDeviceDetsilsGUI T M T1

https://github.com/petripaavola/IntuneDeviceDetailsGUI
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I Wing2app.
) WinGetApp

gnostics ver 2.5

Intent
[

Report run: 2024.06.09 17
Computer Name: Autopio

O Remediation |

024.06.08 051502 9731755
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b
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LogEntry

Famous Intune log events analysis report tool
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Get-IntuneManagementExtensionDiagnostics et

* Get-IntuneManagementExtensionDiagnostics creates report of Intune Management
Extension agent events from Intune log files

Output is easy to read HTML report

Shows information what happened and why

Let's look for new features in this tool

* More information, more details, Device preparation, PowerShell and Remediation script
content and output, ...

Easy download from Powershell Gallery:
» Save-Script Get-IntuneManagementExtensionDiagnostics -Path ./
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Get-IntuneManagementExtensionDiagnostics DEMO
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Introducing -
Get-WindowsTroubleShootingReportCommunity

< The Ultimate Windows and Intune
B Troubleshooting Tool to troubleshoot anything and
you can be part of the Contributing Community!
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With PowerShell we can
e get information very easily from Windows Events and from any log file
* objectify data
» sort and filter data(=objects) really easily
* And we can show information in human readable format

It all started with 2 commands (maybe don't run these commands ©)
* Get-WinEvent * | Out-GridView
» Get-Content -Path C:\Programdata\Microsoft\IntuneManagementExtension\logs\*.log | Out-GridView

That got me thinking about creating something new and unique

Something where anyone can contribute the troubleshooting features

Is this THE Troubleshooting Tool to analyze and report any events and log files?



Get-WindowsTroubleShootingReportCommunity Www.wpninjas.fi

Read Windows Event logs
* Online or from saved files (downloaded Diagnostics package)

Read any .log file format

* No restrictions for log file format as long as there is dateTime and message
information in structured format

* Intune/ConfigMgr CMTrace the most important ones but others too

Show events and logs sorted by dateTime
* This gives timeline what happened
* For troubleshooting specific case you can show ALL events and logs

Detect Known Events and log messages
* Create easy to read report with only Known Events and log entries
* Run report for extended long period (easily 30-365 days)

Realtime filtering and search by many ways in HTML report
* Scenario-based troubleshooting, for example Updates troubleshooting

Create your own Event Rules easily for detection
Share you Event Rules to the rest of the world! ©

More details are revealed in Ninja Summit Session.
You will be the first one to see this new tool ©
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* Scenario based views. For example do you really know exactly
 When Windows Updates installed in last 30 days, or not installed
* When updates where actually installed after restart
* What Firmware updates have been installed during last 365 days
* Has Defender for Endpoint updated AV signatures and how often it runs
 When computer restarted and changed to different power modes
 What and when MSI applications installed and if they succeeded
* When Store apps updated or failed
* What PowerShell scripts ran in computer
* Intune related events (enrollment, sync, MDM setting, app and scripts run)
* ConfigMgr related events
* What Errors there are in Event logs for last x minutes/hours/days
* Did your Intune MDM policies succeeded or failed
e and much more ...

* This list is just the beginning
* You can help by creating and sharing more Known Event rules!

More details are revealed in Ninja Summit Session.
You will be the first one to see this new tool ©
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Showcase and DEMO
of the new
troubleshoot anything in the world -tool

Get-WindowsTroubleShootingReportCommunity



Create Known Events rules easily WWW.wpninjas.fi

Select objects for KnownRules.json — O X
Filter [ @

* | created a helper tool which T
. _- Add criteria ¥
helps you to create Scenarios T [ oaipion Ir

from Eve nt Iog eve nts 1127 Device Management Account CSP: Device Management session kick-off request ignored since there are multiple accounts being created. Number of acc... Sy

1128 Device Management Account CSP: MO trying to access a non-MO Device Management account. Enrollment type: (91), EnrollmentlD being accessed: (%...  Sy:

1200 Device Impersonation: lllegal attempt to impersonate. Current user: (%1), Requested user: (%2). Sy:

1300 Enrollment Status Tracking: Starting status tracking for resource. Resource Area: (%1) Resource Name: (%2) Resource Type: (%3). Sy:

.\creatE'EventRUIES'GUI'HelperTOOI.pS]. 1301  Enrollment Status Tracking: Initializing download for resource. Resource Area: (%1) Resource Name: (%2) Resource Type: (%3). Sy:
1302 Enrollment Status Tracking: Downloading resource. Resource Area: (%1) Resource Name: (%2) Resource Type: (%3). Sy:

1303 Enrollment Status Tracking: Pending download retry for resource. Resource Area: (%1) Resource Name: (%2) Resource Type: (93). Sy:

. Ha rd pa rt is to figu re out : jg: Enro::ment Status Trackingi Download of resource encountered an error and could not ccimplete. Resource Areé: (%1) Resource Nan-1e'. (%2) Resource Typ... Sy
. nrollment Status Tracking: Download of resource completed successfully. Resource Area: (%1) Resource Name: (%2) Resource Type: (%3). Sy:
Categorles and What eve ntS We 1306 Enrollment Status Tracking: Pending user session for resource. Resource Area: (%1) Resource Name: (%2) Resource Type: (%3). Sy:
are inte rested on 1307 Enrollment Status Tracking: Installing resource. Resource Area: (%1) Resource Name: (%2) Resource Type: (%3). Sy:
1308 Enrollment Status Tracking: Pending installation retry for resource. Resource Area: (%1) Resource Name: (%2) Resource Type: (%3). Sy:

o Someth i ng com pleted -> G reen 1309 Enrollment Status Tracking: Installation of resource encountered an error and could not complete. Resource Area: (%1) Resource Name: (%2) Resource Ty...  Sy:
1310 Enrollment Status Tracking: Installation of resource completed successfully. Resource Area: (%1) Resource Name: (%2) Resource Type: (%3). Sy:

) Someth i ng failed -> Red 1311  Enrollment Status Tracking: Status of resource is unknown. Resource Area: (%1) Resource Name: (%2) Resource Type: (%3). Sy:
1350 Autopilot Device Preparation: Latest device preparation hint used = %1. Sy:

° Do not add eve rything? 1351 Autopilot Device Preparation: Device is no longer in OOBE and attempt to clear the device preparation hint resulted in HRESULT 9%1. Sy:
1500 WiFiConfigurationServiceProvider: New node initialized, type: (%1), name: (%2). Sy:

° Or create 2 sets? 1501  WiFiConfigurationServiceProvider: Children queried, type: (%1), count: (%2). Sy:

* Limited (success and fails)

* Full (all events) I
More details are revealed in Ninja Summit Session.

You will be the first one to see this new tool ©




Get-WindowsTroubleShootingReportCommunity Www.wpninjas.fi

= Logs | vent Logs
™
a8 Known Event Rules!
-
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{ ;
: "Intune MDM", Known Event Ruls
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. 404, |
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. nall =
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: "Application installation™,

[

: "Application installation”,
- ".evtx",
: "Application”,

Known Event Ruls
- 1033,
"MsiInstaller™,
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: s
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"Windows Installer installed the product.”,
: "Windows Installer installed the product. Product Name: Mozilla Firefc
130.0.0.0. Product Language: 0. Manufacturer: Mozilla. Installation success or error st:
: "Petri.Paavola@yodamiitti.fi / Microsoft MVP - Windows and Intune”,
: null
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Stll following the' sungee-s som” you' knson carttoring creaton

Create and Share your Known Event Rules

tr




Download tools from GitHub and Powershell Gallery www.wpninjas.fi

Tyokalu viela "hiljaisessa" jakelussa, joten se on saatavilla,
mutta sita ei ole julkisesti julkaistu viela.
Kokeile ja laita palautetta milta nayttaa.

https://github.com/petripaavola/Get-
WindowsTroubleshootingReportCommunity

Check out my GitHub for Community Tools downloads and
documentation

Powershell.ninja

https://github.com/petripaavola
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https://github.com/petripaavola/Get-WindowsTroubleshootingReportCommunity
http://powershell.ninja/
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