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History of Microsoft desktop virtualization

1990s 2000s 2016 2019 2020s                    

Server Based Computing on Prem

• WinNT4 Terminal Server Edition

• Primarily for centralized security

• Tough to manage at scale, 

crummy user experience

Multi-Session, and VDI on Prem (RDS)

• Citrix and VMWare overlay 

manageability/protocols that enable 

scale

• Industry of specialists are born

• New billion-dollar business for 

Microsoft

IaaS on the Cloud (RDS on Azure)

• DIY lift and shift of Windows Server

• Cloud-hosting to remove CAPEX 

and improve reliability

• Partner specialists drive growth 

across new scenarios and sectors

• Revenues for Microsoft now over 

$2B

• The beginnings of Azure

IaaS

PaaS on the Cloud (Azure Virtual Desktop)

• Infra to Azure Service; DIY VM & app 

mgmt.

• Azure Virtual Desktop drives Azure ACR

• Early demand and adoption far exceeds 

expectations. FY20 Goals reach on 2/7.

• Market opportunity to upsell to Cloud PC

PaaS

Software-as-a-Service (Windows 365)

• Turn-key access to a cloud-hosted 

desktop that delivers all the apps you 

need

• Always secure, managed by Microsoft

SaaS



Cloud PC

Azure

datacenter

Remote Desktop

Gateway

Home office

Home WIFI Internet connection Azure networks

App 1

App 2

RDP traffic, real time screen and 

mouse/keyboard input streaming

Traffic between Cloud PC and 

applications always fast

Internet

User experience

SaaS

No data saved 

on local device



Azure Virtual Desktop

Windows 365



Virtualization use cases



Use cases for virtualization

• Use any client device for work

• Securely deliver applications and 
desktops to anywhere

• Requirement for high capacity 
workstations

• Shared device environments like 
healthcare, schools, factories etc.

• Consultants, external workforce, etc.







Use cases for virtualization

• Simplify and modernize endpoint 
management

• Delivering legacy/complex applications 
into modern desktops

• Test & development scenarios

• Improve performance and reliability

• Instantly recover from any operating 
system related crisis



Cloud PC restore

• Cloud PC’s can be instantly 
restored from storage based 
snapshot regardless of the OS 
state

• Multiple restore points available, 
both long term and short term 

• Admin can restore thousands of 
Cloud PC’s with few clicks

• Self-service restore also available 
for end user



Cloud PC restore

• Cloud PC’s can be instantly 
restored from storage based 
snapshot regardless of the OS 
state

• Multiple restore points available, 
both long term and short term 

• Admin can restore thousands of 
Cloud PC’s with few clicks

• Self-service restore also available 
for end user



Traditional laptop

• Low CPU clocks to save energy

• Small form factor, limited cooling and 
power supply

• Network performance limited by current 
internet connection

• Client device shutdown also stops all 
running applications

• Performance specified and locked during 
assembly

Cloud PC

• Server CPU’s can run at max power all the 
time without issues

• Runs in Azure datacenter with server grade 
cooling and power supply

• Always connected to super fast datacenter 
networks

• Applications can run in the background even 
if the client device is shut down

• Performance can be changed when needed

User experience comparison



Architecture



Traditional on-prem architecture

Web accessManagement Gateway servicesBrokering Load balancing

D A T A C E N T E R  H A R D W A R E

Storage Networking

W O R K L O A D S

Site database

H Y P E R V I S O R

C O R E  I N F R A S T R U C T U R E

Compute

Domain Controllers File Servers

Power & cooling

V I R T U A L I Z A T I O N  C O N T R O L  P L A N E

Pooled desktopsPersonal desktopsPublished apps

Configuration 

management

Certificate 

services

On-prem DC



Azure Virtual Desktop architecture

D A T A C E N T E R  H A R D W A R E  &  H Y P E R V I S O R

W O R K L O A D SC O R E  I N F R A S T R U C T U R E

Pooled desktopsPersonal desktopsRemoteApps

Entra ID

Microsoft Intune

Microsoft Azure

Azure Files

Azure Virtual Desktop

Control Plane

Customer vNET

Azure



Azure Virtual Desktop with on-prem architecture

D A T A C E N T E R  H A R D W A R E  &  H Y P E R V I S O R

W O R K L O A D SC O R E  I N F R A S T R U C T U R E

Pooled desktopsPersonal desktopsRemoteApps

Microsoft Intune

Microsoft Azure

Azure Files

Azure Virtual Desktop

Control Plane

Customer vNET

On-prem DCAzure

Azure Stack HCI

On-prem networks

W O R K L O A D S

Virtual desktopsRemoteApps

Entra ID



Windows 365 architecture

D A T A C E N T E R  H A R D W A R E  &  H Y P E R V I S O R

W O R K L O A D SC O R E  I N F R A S T R U C T U R E

Microsoft Intune

Microsoft Azure

Windows 365 Cloud PCs
Entra ID

Azure



Windows 365 or Azure Virtual Desktop?

• Highly automated SaaS solution

• Managed from Microsoft Intune

• No virtualization skills required

• Infrastructure managed by Microsoft

• Personal machines

• Self-service driven

• License based pricing

• Boot to cloud, Switch etc.

Azure Virtual Desktop

• Highly customizable PaaS solution

• Managed from Azure Portal

• Requires Azure infrastructure skills

• Control plane managed by Microsoft

• Personal and shared machines

• Administrator driven

• Each Azure component billed separately

• On-prem support with Azure Stack HCI

Windows 365



Why to use cloud based virtualization

• Most of the complex deployment work 
already done by Microsoft

• Tightly integrated into other M365 services

• Support for cloud native deployments

• Scales to any environment

• Basic infra/desktop skills are sufficient

• Available as PaaS or SaaS solution

• Open API’s for partner solutions

• Dramatically simplify licensing

Microsoft Entra ID

Microsoft 

Defender

Microsoft Intune

Microsoft 365

Apps



Physical desktops Virtual desktops

Traditional licensing

Microsoft 365 license

Windows 11

Windows Server licenses

RDS CAL’s

Gateway / LB licenses

SSL Certificates

Capacity

3rd party virtualization 

licenses

Office

Security



Physical desktops

Virtual desktops

Licensing in Azure

Microsoft 365 license

Capacity

+Includes Entra ID, Windows 

operating system, virtualization 

rights, Intune management, Office 

products, security features etc. (F3, E3, 

E5)

Either individual Azure components 

or Windows 365 license which 

brings capacity



Design principles



Shoot for the north star and then work back

Identity

• Active 

Directory

• Hybrid Join

• RADIUS MFA

Network

• ANC

• vNets, NSGs 

Firewalls, 

Privatelink, etc

Images

• Custom images

Operating 

System

• Windows 10

• Windows 

Server

Updates

• Windows 

Update

• WSUS

Apps 

Deployment

• SCCM

• Group Policy

• Scripts

• Custom Images

User Data

• Home drives

• Network shares

• Local drives

• Entra joined

• Windows Hello

• FIDO2

• Passwordless

• SSO

• MS hosted 
networks 
(SaaS)

• Zero Trust 
alignment 
(Entra Private 
Access)

• Gallery images • Windows 11 • Intune WUfB

• Autopatch 
(SaaS)
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• MS Store apps

• Intune win32 
apps

• AppAttach

• OneDrive for 
Business

• Edge Sync

• Azure Files



Make sure your network supports RDP shortpath

• Direct UDP based connection between Cloud PC and client device

• RDP Shortpath increases performance and reduces latency

• More resilient to packet loss and other network disturbances

• Enabled by default if network conditions allow outbound UDP traffic

• Ensure outbound connectivity from virtual desktop subnet is optimal

Remote Desktop

Gateway

Cloud PC

RDP Shortpath (UDP)



Optimization of RDP traffic

• RDP traffic is latency sensitive, high volume, real time traffic and needs special treatment 
in customer network

• Prefer local egress for RDP traffic

• Directly out of Azure vNet

• Directly out of local network on client side

• Bypass proxies

• Not designed for real time tarffic

• Likely to cause performance impact

• Adds latency

• Can be single point of failure

• Bypass VPN/SWG tunnels

• Bypass TLS inspection as it’s pointless for RDP traffic



Which region?

West Europe

North Europe

Sweden Central

On-prem DC

Norway East

Sweden South

Germany West

Poland Central

UK South

Azure Finland
*coming soon*





Datacenter tour

https://projektit.ramboll.fi/360/hepokorvenkallio/




Which region?

• For best Windows user experience, place 
Cloud PC’s as close to the end user as 
possible

• For the best application performance, 
place Cloud PC’s as close to the 
application backend infrastructure as 
possible

• Certain resources might not be available 
in all regions

• Moving Cloud PC’s to different region 
takes only few clicks in Windows 365



What’s new?



Windows 365 recent feature updates

Seamless 

user experience

• Web client enhancements (HW decode
• Shortpath (UDP) for managed networks
• Windows 365 web client enhancements , including 

location redirection, camera redirection, special 
keys (public preview) 

• Calling redirection via MMR for telephony apps 
(public preview) 

• Support for UDP TURN connectivity
• Windows 365 higher configuration (16vCPU) SKUs
• Windows 11 23H2 released, day 1 support with gallery 

images
• Windows App
• Windows 365 Boot & Switch support for US Gov
• Graphics remoting enhancements for quality (AVC 

mixed mode) and throughput (HEVC/h.265)
• Manage redirections for Cloud PCs on Android 

devices

• Windows 365 Cloud PC gallery images use new 

Teams VDI

Security 

and reliability

• Support for Microsoft Intune Endpoint Privilege 
Management (EPM)

• Ability to assign Microsoft Intune tamper protection policy
• Microsoft Purview Endpoint Data Loss Prevention (DLP) 

support
• GCC simplified Azure Network Connection (ANC) 

configuration
• GCC purchase and deploy Windows 365 Cloud PCs into 

Azure Commercial cloud
• Region expansion: Sweden Central, South Africa North
• Azure Tag for Microsoft Intune, Citrix on Windows 365
• Azure Network Connection (ANC) requires least amount of 

privileges
• Disk Encryption with Microsoft Purview Customer Key 

(BYOK) (preview)
• Windows 365 Customer Lockbox
• Integrate audit logs into Log Analytics
• Watermarking and screen capture protection can be 

configured using Microsoft Intune Settings Catalog 
• RBAC Microsoft Intune scope tags for support for Windows 

365 workloads (public preview)
• One-way clipboard redirection control (general availability)
• Microsoft Intune mobile application management (MAM) 

support for iOS and Android (private preview)
• Security baseline updates 

Full control 

over configuration

• Ability to move a Cloud PC to a new virtual network or 
region

• User-driven Cloud PC reset
• Resize and downsize including group-based licensing
• Bulk action reporting (public preview)
• Worldwide support for resizing via step-up licenses
• Concurrency report for Windows 365 Frontline (public 

preview)
• Utilization insight reports (public preview)
• Connection quality reports (public preview)
• Connectivity report (public preview)
• IT admin alerts on Cloud PC that aren't 

available (public preview)
• Cloud PC recommendations report
• Cloud PC maintenance windows (public preview)
• Alerting for concurrency for Windows 365 Frontline 

(public preview)
• Concurrency buffer to enable temporary shift overlap   
• Windows 365 GPU-enabled Cloud PCs for Windows 

365 Enterprise and Windows 365 Frontline 
• Windows 365 Cross-region Disaster Recovery 

Windows 365 

fully integrated

• Motorola Thinkphone integration

• New Microsoft Teams app integration with 

Windows 365 

• HP Anyware for Windows 365 (HP Anyware 

previously Teradici) (public preview) 

• Support for Omnissa Horizon and Windows 

365 Enterprise integration (Omnissa Horizon 

previously VMware Horizon)



Azure Virtual Desktop recent feature updates

Seamless user experience
• New web client UI 

• Symmetric NAT support for RDP 

Shortpath

• Access OneDrive for Business files with 

RemoteApp deployments (public preview)

• Directly link to Azure Virtual Desktop 

resources with new URI schemes

• Calling redirection via MMR for telephony 

apps (public preview)

• Windows App, new unified client

• New Microsoft Teams with integrated VDI 

optimizations

• Graphics remoting enhancements 

for quality (AVC mixed mode) and 

throughput (HEVC/h.265) 

Better security & reliability
• Azure Confidential Compute VMs

• Azure Private Link

• Apply a watermark to the session

• Single sign-on (SSO)

• In-session passwordless authentication

• Microsoft Purview Endpoint Data Loss 
Prevention (DLP) support

• Tamper protection support

• One-way clipboard redirection

• Ability to apply policy to require 15-
minute sign-in frequency (public preview)

• Microsoft Intune mobile application 
management (MAM) support for iOS and 
Android

Easy manageability
• Azure Virtual Desktop Insights admins can 

migrate to Azure Monitor Agent

• Azure Virtual Desktop ADMX available in 

Microsoft Intune administrative templates and 

Settings Catalog

• AutoScale for Personal Desktop

• Hibernate support for autoscale (public preview) 

• Custom image templates

• Enhanced Overview page in Azure portal with 

new links and content references

• FSLogix agent included in Windows 11 and 

Windows 10 multi-session images

• FSLogix ADMX available in Microsoft Intune 

administrative templates and Settings Catalog

• Ability for Admins to invoke Restart, Start, Stop 

actions from Admin portal

• Watermarking and screen capture protection can 

be configuring using Intune Settings Catalog

• FSLogix support for new Microsoft Teams

• Autoscale and start VM on Connect for HCI 

(public preview) 

• Configure Shortpath settings in Azure Virtual 

Desktop portal 

• Connection Reliability tab in Azure Virtual 

Desktop Insights

Deployment flexibility

• Azure Virtual Desktop for Azure Stack 
HCI

• Autoscale & Start VM on Connect 
support for Azure Stack HCI (public 
preview

• Guided experience to create custom 
image in Azure portal

• MSIX app attach packages can now be 
applied to multiple host pools 
simultaneously, entitled per user, and 
Microsoft Entra joined supported

• Select images from shared and 
community galleries in host pool creation

• New and trial customers can leverage 
QuickStart Center to find easier ways to 
deploy Azure Virtual Desktop. 

• Azure Extended Zones support (public 
preview)







Windows App

• Generally available now!

• Redesigned client to access:

• Windows 365

• Azure Virtual Desktop 

• Remote Desktop Services

• Remote PCs

• Available for all major 
platforms

• Android version in public 
preview



New Teams for virtualized environments

• Generally available today!

• Teams in VDI has been re-architected from the ground up

• Provides new features, performance improvements, auto updating and streamlined 
support

• WebRTC replaced by SlimCore which is native media engine in Teams desktop client

• Microsoft keeps SlimCore evergreen on the user’s client device

• Whenever you update new Teams on the virtual desktop, Microsoft updates the media 
engine transparently and automatically for the user

• Better experience guaranteed by avoidin newer Teams versions interacting with outdated 
stacks in Host/Client

• New features can be introduced to Teams without upgrading your VDI infrastructure



New Teams for virtualization

• New client-side plugin (MsTeamsPlugin.dll) responsible for virtual channel establishment with 
Teams on the Server

• Plugin included in Windows App and Remote Desktop clients

• Teams in VDI host will send instructions for the specific media engine version that it needs and the 
plugin will do the rest:

• Plugin will contact Microsoft’s public CDN, download an MSIX package and automatically register it on the 
user’s device.

• Whenever you upgrade Teams on the Server, a new media engine version will be deployed on the 
client

• No more upgrades required on your VDI stack

• Plugins are backward and forward compatible with SlimCore versions, and Plugins will clean up 
unused or obsolete SlimCore versions as well



Partner Client

Slimcore

VDI VM/Host VM

VdiBridge

VDI VM/Host VM

Partner Client

End user device

TS Calling VDI Support

WebRTC Stack

Slimcore (unused)

VDI 1.0 (WebRTC based) VDI 2.0 (Slimcore based)

Partner Shim

• Small piece of code

• Doesn’t change often

• Highly stable

• Vendor dependent 

MsTeamsPlugin.dll

• Updates every 2-4 weeks

• Managed by Microsoft

• Vendor independent

• Auto-updates 

New Teams for virtualization

Teams app Teams app
SlimCore

MsTeamsPlugin.dll

End user device



New features provided by SlimCore

• Gallery view 3x3 and 7x7

• Custom meeting backgrounds

• 1080p video feed

• Include computer sound while sharing screen

• Hardware acceleration on the endpoint

• Presenter mode

• Teams Premium support

• Noise suppression

• Quality of service

• etc



Relayed RDP Shortpath now available

• Allows UDP connections via 
relays using the Traversal 
Using Relays around NAT 
(TURN) protocol

• TURN enables indirect 
connection by relaying traffic 
through an intermediate 
server when a direct 
connection is not possible

• TURN is an extension of 
Simple Traversal Underneath 
NAT (STUN)



What’s new in Windows 365



Windows 365 GPU generally available

• Available in three different sizes

• Windows 365 GPU Standard

• Windows 365 GPU Super

• Windows 365 GPU Max

• Available for Enterprise and Frontline licenses

• All GPU enabled Cloud PC’s will include additional high performance ephemeral disk for 
temporary files

• Connected into high speed, 10 Gbps networks to support large data transfers



Windows 365 GPU generally available

vCPU Memory (GB) Storage (GB) GPU vRAM

2 4 64 128 256 -

2 8 128 256 -

4 16 128 256 512 -

8 32 128 256 512 -

16 64 512 1024 -

4 16 512 8

8 56 1024 12

16 110 1024 16



Cross region disaster recovery

• Cross region disaster recovery 
provides quick and easy method 
to make your environment more 
resilient against regional failures

• VM storage is replicated into 
another region and Cloud PC’s 
can be quickly started if there is 
an issue in primary region

• Can be enabled with one click 
from Windows 365 user settings 
pane



Purview Customer Key for Windows 365

• Cloud PC disks, snapshots, 
and images are encrypted 
at rest with customer-
managed keys instead of 
Microsoft-managed keys

• Now generally available

• Supplied by you and 
managed using Azure Key 
Vault



What’s new in Azure Virtual Desktop



What’s new in Azure Virtual Desktop

• Run AVD workloads in on-prem datacenters by utilizing Azure Stack HCI

• Microsoft Purview forensic evidence is now compatible with Azure Virtual Desktop

• Clipboard transfer direction in Azure Virtual Desktop is now available

• Support for FIDO devices and passkeys on macOS and iOS is now available



Future
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